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		As computers, the internet, and networks evolve, communication and data systems have become increasingly complex, operating with higher speeds and larger traffic volumes. That complexity provides vulnerabilities that can range from simple annoyances to significant liabilities and losses costing millions of dollars in damage or lost revenue. 

In the face of prevalent and ever-changing data breaches and security risks, we urgently need professionals who are trained to prevent, detect, and mitigate these types of cyberattacks.

Why Study Computer Networking & Cybersecurity at Champlain?

Champlain's Computer Networking & Cybersecurity program provides the cutting-edge skills required to maintain the security of our internet and digital lives. 

Our computer labs and virtual infrastructure give you experience dealing with situations involving sensitive data for individual users and government agencies. You'll scan networks for vulnerabilities and learn how to best secure information shared through integrated networks, web servers, and databases. As you come to understand firsthand how cyberattacks are staged against network infrastructure, you'll practice handling and reducing their effects as well as developing and integrating security measures to prevent and defend against future attacks.

Champlain College has been designated as a Center of Academic Excellence in Cyber Defense Education by the National Security Agency (NSA); we are preparing our students exceptionally well for the kind of work needed on the front lines of national cybersecurity.

Academic Experience

In our Upside-Down Curriculum, you'll start taking networking and cybersecurity courses beginning in your first semester, allowing you to develop a deep skill set over four years. Through projects, service work for local nonprofits and organizations, internships, and other experiential learning opportunities, our Computer Networking & Cybersecurity major immerses you in the profession. You'll be well versed in designing, building, and securing enterprise network and computing environments. 

The Computer Networking & Cybersecurity program provides: 

	
extensive training in server software installation, systems administrative functions, networks and network services configurations, and LAN and WAN technology and protocols;


	
a wide array of networking, systems administration, and cybersecurity courses that all offer the benefits of small class sizes and hands-on learning; and


	
an excellent learning environment in a city with great employment opportunities for students in this major, both during and after college.




	











				

    


			

			

		


		

  



	


	










			
			

			
					
					

            
                
                
                    

                
                
            



            

        
                        
                            
                            
                        

       

        

            




    
        
        
            
                
                    FEATURED COURSES IN THE CURRICULUM

                

            


                
                    
                        
                            Year 1
                        

                    

                    
                        
                                
        
            SYS 140
        
        Systems Fundamentals
    

                                
        
            SEC 250
        
        Computer & Network Security
    

                        

                    

                

                
                    
                        
                            Year 2
                        

                    

                    
                        
                                
        
            NET 215
        
        Network Protocols
    

                                
        
            SYS 265
        
        Systems Administration & Network Services II
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            SYS 320
        
        Automation & Scripting
    

                                
        
            SEC 350
        
        Enterprise & Network Security Controls
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            CRJ 225
        
        Law of Searching, Seizing, & Using Digital Evidence
    

                                
        
            CSI 320
        
        Global IT & Ethics
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            Featured Student

            Zeke Tierkel

            
                    Computer Networking & Cybersecurity

                
 

                    Amherst, MA
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                            Zeke Tierkel, '20



                
                

                                
                                    Division


                                    
                                        Information Technology & Sciences

                                    

                                

                                
                                    Major


                                    
                                        Computer Networking & Cybersecurity

                                    

                                

                                
                                    Specialization


                                    
                                        Cybersecurity Operations

                                    

                                

                                
                                    Minor


                                    
                                        Data Analytics

                                    

                                

                                
                                    Hometown


                                    
                                        Amherst, MA

                                    

                                

                                
                                    Pronouns


                                    
                                        He/Him

                                    

                                

                                
                                    Internship


                                    
                                        Application Security Engineer Intern at Workday in Pleasanton, CA

                                    

                                



                


                

            

	
		
			
				
					
						All three of my internships taught me different ways of building a successful business.

					

					
				
			

		

	

            


            
                Can you describe the Center for Innovation & Entrepreneurship (CIE) program at Champlain?


                
                    CIE is a growing community of entrepreneurs. The program offers the ability to collaborate with other like-minded individuals on campus and provide a space for them to work together. At least once a month, a guest speaker—usually a business owner from the Burlington area—will come to talk about their experience in the field of entrepreneurism. 

CIE also hosts events such as the Elevator Pitch and the Champlain branch of LaunchVT.

                

            


            
                What does the entrepreneurial mind-set mean to you?


                
                    An entrepreneurial mind-set does not necessarily mean you need to go out, abandon your career, and start a business. The mind-set of an entrepreneur can be utilized in a corporate setting just as much as in your own startup. Entrepreneurism within a company is often referred to as "intrapreneurism," and it's just as valuable a skill.

                

            


            
                Outside of your work with the CIE, what professional experiences have you had during your time at Champlain?


                
                    I have had three internships over the last three years. My first was as a Research Assistant at the Leahy Center for Digital Investigation. Next, I worked as a software engineer for a small web firm out of Easthampton, Massachusetts. Most recently, I worked as a Security Engineer for Workday, located in Pleasanton, California.

I am a big believer that it takes time within an industry to learn the intricacies of running a business. All three of my internships taught me different ways of building a successful business.

                

            


            

        

    

        

    


                        

        

        
            Featured Student

            Mackenzie Marsocci

            
                    Computer Networking & Cybersecurity and Digital Forensics

                
 

                    Arlington, VT
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                            Mackenzie Marsocci, '20



                
                

                                
                                    Division


                                    
                                        Information Technology & Sciences

                                    

                                

                                
                                    Major


                                    
                                        Computer Networking & Cybersecurity and Digital Forensics

                                    

                                

                                
                                    Hometown


                                    
                                        Arlington, VT

                                    

                                

                                
                                    Studied Abroad


                                    
                                        Dublin, Ireland

                                    

                                

                                
                                    Pronouns


                                    
                                        She/Her

                                    

                                

                                
                                    Internship


                                    
                                        Intern at NuHarbor Security in Essex Junction, VT

                                    

                                



                


                

            

	
		
			
				
					
						With the experience I've gotten at Champlain, I'm pretty confident to walk out into the real world, meet an employer, and say, 'I can do this job.'

					

					
				
			

		

	

            


            
                What drew you to Champlain initially?


                
                    I attended the Cybersecurity & Digital Forensics Summer Academy before coming to college, and that gave me a lot of hands-on experience and allowed me to work for a few weeks in the Leahy Center for Digital Investigation before I was even a Champlain student. I met some professors I'm still close with, and having that kind of encouragement gave me the push I needed to pick a career path that wasn't necessarily in the plan.

                

            


            
                So how did you decide your double major?


                
                    I decided to declare in Cybersecurity because that's what I enjoyed the most at the Summer Academy, and then I decided to add Digital Forensics. I knew it would be a lot more work, but I like being busy.

                

            


            
                Have you studied abroad?


                
                    Yes! I studied abroad in Dublin, Ireland. We lived in a neighborhood called the Liberties. The great thing about living there is that you don't feel like a tourist. You get connected right away to the local community, and you realize that there are people living their lives there. Shopping at the local shops and staying away from the big grocery stores is very important because it allows you to get to know people in the community.

                

            


            

        

    

        

    



                

            

        





            

    
        JUST THE FACTS


        

            
                THE BEST



The 2021 Fiske Guide to Colleges selected Champlain as one of the "best and most interesting schools" in the United States, Canada, and Great Britain.

            


            
                THE MOST



Champlain was named a "Most Innovative School" by U.S. News & World Report (for the seventh consecutive year!) in its "America's Best Colleges" 2022 rankings.

            
        
            
                
                    #1



Burlington, Vermont, our hometown, is ranked the #1 Best College Town by Travel + Leisure magazine.
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        Sign Up To Get Stickers + Helpful Info


        

            
                

Ready to be inspired? Fill out the form and sign up to receive helpful information about Champlain College—plus, we'll send you a full sheet of high quality stickers designed by one of our recent Graphic Design & Visual Communication graduates.

            


            


            

                
                    
                


                

                    

                        Email*

                        

                        


                    


                    

                        

                            First Name*

                            

                        


                        

                            Last Name*

                            

                        


                    


                    

                        Mobile Phone

                        

                        


                    


                    

                        Street Address*

                        

                            

                        

                    


                    

                        Postal Code*

                        

                    


                    

                        

                            

                                 I am an international student

                        

                    


                    
                        

                            Country

                            

                                Select your country
Afghanistan
Albania
Algeria
American Samoa
Andorra
Angola
Anguilla
Antarctica
Antigua and Barbuda
Argentina
Armenia
Aruba
Australia
Austria
Azerbaijan
Bahamas (the)
Bahrain
Bangladesh
Barbados
Belarus
Belgium
Belize
Benin
Bermuda
Ã…land Islands
Bhutan
Bolivia (Plurinational State of)
Bonaire, Sint Eustatius and Saba
Bosnia and Herzegovina
Botswana
Bouvet Island
Brazil
British Indian Ocean Territory (the)
Brunei Darussalam
Bulgaria
Burkina Faso
Burundi
Cabo Verde
Cambodia
Cameroon
Canada
Cayman Islands (the)
Central African Republic (the)
Chad
Chile
China
Christmas Island
Cocos (Keeling) Islands (the)
Colombia
Comoros (the)
Congo (the Democratic Republic of the)
Congo (the)
Cook Islands (the)
Costa Rica
Croatia
Cuba
CuraÃ§ao
Cyprus
Czechia
CÃ´te d'Ivoire
Denmark
Djibouti
Dominica
Dominican Republic (the)
Ecuador
Egypt
El Salvador
Equatorial Guinea
Eritrea
Estonia
Eswatini
Ethiopia
Falkland Islands (the) [Malvinas]
Faroe Islands (the)
Fiji
Finland
France
French Guiana
French Polynesia
French Southern Territories (the)
Gabon
Gambia (the)
Georgia
Germany
Ghana
Gibraltar
Greece
Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guernsey
Guinea
Guinea-Bissau
Guyana
Haiti
Heard Island and McDonald Islands
Holy See (the)
Honduras
Hong Kong
Hungary
Iceland
India
Indonesia
Iran (Islamic Republic of)
Iraq
Ireland
Isle of Man
Israel
Italy
Jamaica
Japan
Jersey
Jordan
Kazakhstan
Kenya
Kiribati
Korea (the Democratic People's Republic of)
Korea (the Republic of)
Kuwait
Kyrgyzstan
Lao People's Democratic Republic (the)
Latvia
Lebanon
Lesotho
Liberia
Libya
Liechtenstein
Lithuania
Luxembourg
Macao
Madagascar
Malawi
Malaysia
Maldives
Mali
Malta
Marshall Islands (the)
Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia (Federated States of)
Moldova (the Republic of)
Monaco
Mongolia
Montenegro
Montserrat
Morocco
Mozambique
Myanmar
Namibia
Nauru
Nepal
Netherlands (the)
New Caledonia
New Zealand
Nicaragua
Niger (the)
Nigeria
Niue
Norfolk Island
North Macedonia
Northern Mariana Islands (the)
Norway
Oman
Pakistan
Palau
Palestine, State of
Panama
Papua New Guinea
Paraguay
Peru
Philippines (the)
Pitcairn
Poland
Portugal
Puerto Rico
Qatar
Romania
Russian Federation (the)
Rwanda
RÃ©union
Saint BarthÃ©lemy
Saint Helena, Ascension and Tristan da Cunha
Saint Kitts and Nevis
Saint Lucia
Saint Martin (French part)
Saint Pierre and Miquelon
Saint Vincent and the Grenadines
Samoa
San Marino
Sao Tome and Principe
Saudi Arabia
Senegal
Serbia
Seychelles
Sierra Leone
Singapore
Sint Maarten (Dutch part)
Slovakia
Slovenia
Solomon Islands
Somalia
South Africa
South Georgia and the South Sandwich Islands
South Sudan
Spain
Sri Lanka
Sudan (the)
Suriname
Svalbard and Jan Mayen
Sweden
Switzerland
Syrian Arab Republic (the)
Taiwan (Province of China)
Tajikistan
Tanzania, the United Republic of
Thailand
Timor-Leste
Togo
Tokelau
Tonga
Trinidad and Tobago
Tunisia
Turkey
Turkmenistan
Turks and Caicos Islands (the)
Tuvalu
Uganda
Ukraine
United Arab Emirates (the)
United Kingdom of Great Britain and Northern Ireland (the)
United States Minor Outlying Islands (the)
United States of America (the)
Uruguay
Uzbekistan
Vanuatu
Venezuela (Bolivarian Republic of)
Viet Nam
Virgin Islands (British)
Virgin Islands (U.S.)
Wallis and Futuna
Western Sahara*
Yemen
Zambia
Zimbabwe


                            

                        


                        

                            Visa Status

                            

                                Select your visa status
International Student (F1 Visa)
Exchange Student (J1 Visa)
I do not hold a US Visa
I do not know which visa I hold
Other


                            

                        

                    


                    
                        

                            Intended Major*

                            

                                Select your major


                            

                        


                        

                            Entry Term*

                            

                                Select your term


                            

                        

                    


                    

                        

                            

                                 Yes, send me helpful text updates and reminders

                        

                    


                    

                        
                        

                    


                    
                        Nice to meet you!

Thanks for getting in touch—stickers and information will be on their way shortly. Please reach out anytime if you have any questions about Champlain; you can call or text us at 802.625.0201 or email us at admission@champlain.edu.

In the meantime, check out our list of majors, schedule your visit or event, and enjoy The View, for the latest news and updates from the College!

                    

                

            

        

    


            



            
    
        
            
                
                    OH, AND THERE'S MORE...

                

            


            

                        

                            
                                
                                    
                                    
                                

                                
                                    Visits & Events
                                    
                                

                            

                            
                                Now Offering On-Campus Tours, Info Sessions, and Events. Learn More Today!
                            

                        
                        

                            
                                
                                    
                                    
                                

                                
                                    Pre-College Summer Programs
                                    
                                

                            

                            
                                Experience-based academic summer programs for motivated high school students looking to enhance their skills in a variety of exciting, in-demand fields. Learn More!

                            

                        
                        

                            
                                
                                    
                                    
                                

                                
                                    Get Info
                                    
                                

                            

                            
                                Fill out our request info form and we’ll send you a cool collection of stickers and useful information about Champlain.
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